
> The three novel aspects of ICT tools and techniques to be developed 

in the project are: scalability –ability to deal with new users and 

increasingly larger volumes of information and data; security –

protection against external threats and attacks; and interoperability –

information exchange and communications based on existing and 

emerging international smart grid ICT standards. 

> The project focuses on enhanced TSO-DSO interoperability. In this 

context, the project will also consider DSO interaction with other 

Market-participants (DSOs, Aggregators, Distributed Energy 

Resource Operators, Micro-grid Operators) and information or data 

access portals that enable business processes involving relevant 

actors in the electrical power sector. Beyond state-of-the-art 

progress will be achieved as follows:

> Fully defined interface specifications for TSO-DSO information 

exchange interfaces based on Use Case analysis and IEC 

61970/61968/62325 standards to support highly automated 

information exchange and network analysis. 

> Fully defined interface specifications for information exchange 

between DSOs and market participants based on Use Case 

analysis and IEC 61850 and IEC 62325 standards to support highly 

automated information exchanges. 

> Role-based access control that securely accommodates new data 

requirements and unbundling processes. A specified suite of ICT 

protocols and integration with the defined interfaces. 

> Proof of Concept using field tests and demonstration with industry 

specification at both TSO and DSO levels. 

> This project addresses the further research and development needed 

to ensure that greater levels of TSO-DSO interoperability can be 

realized, and to also harmonise a wider range of standardisation 

activities that are presently underway or complete. Assessment of the 

final project activity will be used to quantify how scalability, security 

and interoperability combine to improve real power sector ICT 

processes. Targeted TRLs as specified in the project proposal will be 

linked to quantitative improvements in the sector’s performance. 
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